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Overview

ALSTE Technologies GmbH founded in 2000

Specialized in computer forensic services, hardwsoftware
and training

Contract services provided to:
— Prosecution

— Courts

— Tax Enforcement Agencies

— Police

— Other government agencies

No Criminal Defense




Qualifications:

— US Army, Retired

—  MCSE, MCSD, MCSA, MCP

—  Certified Fraud Examiner

— AccessData Certified Examiner

— EnCase Certified Examiner

—  Certified in Homeland Security - Level IV

—  Certified Steganography Examiner

—  Certified LiveWire Examiner

—  Certified Computer Examiner

—  Certified Information Forensics Investigator

— Bachelor of Science in Computer Systems

— Master of Science in Computer Information Systems
— Doctor of Science Candidate, University of Mannheim



Modern Crime Scene



Critical Challenges in Forensics Today

Large user populations

Geographically diverse enterprise

Impact of the investigation on operations and pobidity
Suspect computers may contain encrypted fileesyst

Suspect computers may contain booby traps andimad
software

Suspect computers may be in a hostile environment

The need to locate and acquire evidence anywliere a
anytime has arrived

We must narrow the investigative scope and diee t
Investigation



LiveWire Investigator Solution

Rapid enterprise incident response and triage
Enterprise-wide investigations
Enterprise-wide network mapping

Immediate recovery of “live” evidence

Investigation of Windows and Linux hosts whiletineir
operational state

Examination of encrypted volumes

Collection of running state information

Capture of volatile memory

Rapidly identify the presence of malicious softevar



LiveWire Investigator Pedigree

o LiveWire is the result of a 3 Year U.S. Air Forfitmded
Research and Development program

* The requirement was to: “Develop a forensicallyrsb
and stealthy investigative technology that can segqu
search and discover evidence within live runningvioek
devices”

 The forensic soundness of LiveWire was verifiethat
U.S. Air Force Concept Validation Laboratory in Rem
NY



What LiveWire Is not.

 Hacker tool

 We need the Administrator User Name and Password
« Everything we do is written to an extensive Idg fi



Common tools used In Live Forensics

e Majority are open source

— Linux
 F.I.R.E.
e Helix
* Penguin Sleuth Kit
e SLAX
e Gentoo



Common tools used In Live Forensics

— Windows

e Fport
Netstat
Nbtstat
Listdlls
Pslist
MD5sum



Issues with common tools

e Challenge to get all of the right tools together
 Difficulty keeping tools updated

* Increased workload to keep tools validated

« Using many tools to get the job done

e Some tools depend on other tools
— Must use in right order
— Are dependent on output from other tools
— Any errors cascade through the entire process

— An error in one tool can ruin the whole process spp#all of the
evidence gathered



Most glaring omission

* Open source tools tend to not provide one fundinai is
critical to forensics....

e Logging!!

* The investigator is forced to write down everythihey
do which opens them to challenges in court.



LiveWire Capabilities

1. Live Inquiry

2. Acquire State

3. Acquire Disk Data

4. Acquire Remote Disk Image

5. Live Malware Detection & Analysis

6. Network Mapping



Features - Live Inquiry

 What - Acquire general evidence from the runninges

host in a stealthy manner. This includes runniroress
state, open handles, process/port associationsnsysgs,
Installed devices, mounted drives, network stassaind
configuration, user accounts, logged in users.

 How - Stealthy remote triage of suspect computers t
determine instantaneous activity.



Features - Acquire State

 What - Acquire volatile memory and/or registry gslaot
of the target host. This could include recentlyduse
applications and documents, recently visited wedssi
chat logs and e-mails. The physical RAM capturey m
contain vital password and account information,manms
of visited web sites, recent messages, phone n@nber
e-mail addresses and chat identities.

« How - Immediate examination of recent activities
performed by the suspect. This volatile informatreould
be lost If power were removed.



Features - Acquire Disk Data

 What - Acquire disk data from any mounted voluntass(
would include encrypted volumes). Perform advanced
search of the target host for keywords, phrasesguriar
expressions. In addition the search for one-wa has
values provides the ability to locate known fileséd on
their digital fingerprint.

 How - Enterprise wide search and acquisition of
Information pertinent to the investigation.



Features - Acquire Remote Disk Image

 What - Acquire a disk image of the suspect computdre
result is a live DD image of the target host.

 How - Acquisition of remote images provides thesfusic
Investigator with the capability of performing aaéd

post-mortem forensic analysis of the remote sugspbetet
containers.



Features - Live Malware Detection & Analysis

 What - LiveWire includes Gargoyle Investigator™
Enterprise edition. When used in conjunction with
LiveWire, Gargoyle Enterprise provides compreheasiv
Malware discovery in enterprise environments.

« How — In incident response situations where malisio
code Is suspected like root kits, Trojans, key &ggspy
ware, denial of service etc. Also investigatiom@licious
Insiders that are using unauthorized cyber weapoal as
wired and wireless sniffers, password crackers;yghion,
Stegonography, evidence erasers and countermeasures



Features - Network Mapping

 What - LiveWire provides the ability to map thegar
network environment which includes not only workista
and servers but also includes printers, routergclses,
firewalls and other protective devices.

 How - Initial triage of the networking environmaimder
Investigation using LiveDiscover.



Usage Scenarios for LiveWire

e Consented Search - Authorized individual providasaate
access to a potential cyber crime scene. This n@yde
the victim of the crime or other authorized coopaa3rd
party to the investigation.

« Authorized Search - Organizational officials mag\pde
authorization to conduct an enterprise wide ingasion of
a cyber crime scene. In these cases employees of th
organization will have signed an agreement that is
condition to their employment.

e Legal Search - Legal authority has authorized gsgch
and seizure of intelligence or evidence. Acceggasted
through a court order or search warrant that ge/such
collection of live digital evidence.



Traditional Forensic Response

Location of the suspect host(s), may be complctate
large geographically diverse environments whereyman
users are mobile

Time to locate, obtain, shutdown suspect host cdanp
and then image the installed physical hard drivag take
hours or days

If suspect machine is a server that many usersmkeppon
Imaging may be impractical or impossible

Potentially critical “state” information loss widlccur
through the shutdown process

Triage of even a small number of suspected hostgdv
cause significant down-time and thus economic loss



Case Study



Where was the evidence?
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LiveWire™ Software Suite

LiveDiscover™

e Performs network discovery
 |dentifies hosts and IP addresses
* |dentifies rouge devices

e Operating Systems

o Potential vulnerabilities

* Running services



LiveWire™ Software Suite

LiveWire™ Investigator
Performs “live” investigations

Acquires live evidence
Acquires system state
Acquires volatile memory

Acquires evidence from encrypted volumes
Acquires registry, system logs

Acquires user account information

Acquires network statistics and configuration

Searches and acquires files on demand
Acquires remote disk images



LiveWire™ Software Suite

Gargoyle Investigator™ Enterprise

 Performs extensive Malware identification
* Trojans, Root kits, Key loggers, Spy ware

 Password Crackers, Encryption, Stegonography, d\arel
Wireless Surveillance Tools, Evidence countermessand
Denial of Service tools

e Peerto Peer communications
e Bothets



LiveDiscover

 With LiveDiscover the investigator can scan thealo
network for all addressable network devices. Dgithre
scan a significant amount of information can begés

about both the network in general and details fpecsic
hosts.



Most Current Solutions

 Require an agent to be installed first
 EXxpensive

« Limited functionalility for less expensive Law Endement
versions

 Must know which computer you are looking for aravé
physical access to it



How does LiveWire do it?

* First we need to map the network

e Done with LiveDiscover

 |dentifies all attached devices

 Gives us all of the IP addresses

e Gives us all Operating System information

* Shows us open ports etc.

e Shows us running services

o Gives us a detailed report of all that was found



LiveDiscover


















Using LiveWire


















Next Step

 Make a snapshot of the memory

e Save it to the local computer

o Can examine the snapshot later with LiveWire @mther
tool

e Search contents of memory






Final Step

o Create image of hard drives

e Create image of CD/DVDs
 Create image of USB devices

o Copy the registry

 Browse the remote file system

o Copy remote files to the local system

 Examine DD image file with favorite forensic tqTK
for example)



Gargoyle Investigator

e Sometimes we need to find out iIf a malicious safevs
running on a system

e Other times we are looking for a specific filesat of files
without knowing where they are on the network

* In cases invloving child pornography we want tedha
system against a know set of hash values



Why Gargoyle Investigator

 Accurate, fast detection of cyber weapons andaicais
code usage is essential.

* Time to investigate needs to be reduced.

* Over 20 categories of malicious code and cybempars
exist today, with offerings increasing daily. [mstually
Impossible for individual investigators to keepwiph the
explosion of Malware.

 The newest Malware and cyber weapons are difftoult
detect and identify.

o With 250,000+ files on a typical hard-drive, autiesd
accurate up-to-date detection is essential.



Gargoyle cont.

 Law Enforcement faces the “Trojan Defense”, whgreb
criminals claim that their system was invaded bgjdins
and Root kits that placed the damaging evidenae thé
requires technology that provides evidence to thuinat
defense.

e \Wetstone researches the newest malicous softwmare a
updates the hash values used.

e The investigator can add their own hash values.



Gargoyle Investigator™ Solution

o Gargoyle is a rapid search tool capable of logatin
evidence of resident cyber

weapons and Malware.

 Root Kits

e Key Loggers

e Spy ware

 Password Crackers

o Stegonography

e Encryption

 Wired and Wireless Sniffers



Cont.

 Distributed Denial of Service Weapons
 Worm and Virus Building Kits

 Peer to Peer Communications

e Evidence Altering Tools

e Evidence Erasing Tools

e Credit Card Generators

e Hacking Tools

 Botnets















Closing

— LiveWire, LiveDiscover and Gargoyle are powerful
tools in the forensic investigator‘s arsenal

— The training and tools are a great complimenhéo t
AccessData Ultimate ToolKit

— LiveWire makes it easy to get the data and UTK esak
it possible to examine it and report on it



