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Overview

« ALSTE Technologies GmbH founded in 2000

o Specialized in computer forensic services, haréwswoftware
and training

» Contract services provided to:
— Prosecution
— Courts
— Tax Enforcement Agencies
— Police
— Other government agencies

e No Criminal Defense
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Qualifications:

— US Army, Retired

—  MCSE, MCSD, MCSA, MCP

—  Certified Fraud Examiner

— AccessData Certified Examiner

— EnCase Certified Examiner

—  Certified in Homeland Security - Level IV

—  Certified Steganography Examiner

—  Certified LiveWire Examiner

—  Certified Computer Examiner

—  Certified Information Forensics Investigator

— Bachelor of Science in Computer Systems

— Master of Science in Computer Information Systems
— Doctor of Science Candidate, University of Mannheim
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Cr|t|cal Challenges In Forensics To

Large user populations

Geographically diverse enterprise

Impact of the investigation on operations and pobidity
Suspect computers may contain encrypted fileeryst

Suspect computers may contain booby traps andimad
software

Suspect computers may be in a hostile environment

The need to locate and acquire evidence anywliere a
anytime has arrived

We must narrow the investigative scope and dinee t
Investigation
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LiveWire Investigator Solution

Rapid enterprise incident response and triage
Enterprise-wide investigations
Enterprise-wide network mapping

Immediate recovery of “live” evidence

Investigation of Windows and Linux hosts whiletineir
operational state

Examination of encrypted volumes

Collection of running state information

Capture of volatile memory

Rapidly identify the presence of malicious softevar
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o LiveWire is the result of a 3 Year U.S. Air Forfitmded
Research and Development program

 The requirement was to: “Develop a forensicallyrsb
and stealthy investigative technology that can segqu
search and discover evidence within live runningvoek
devices”

e The forensic soundness of LiveWire was verifiethat
U.S. Air Force Concept Validation Laboratory in Rem
NY
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What LiveWire Is not.

 Hacker tool

 We need the Administrator User Name and Password
« Everything we do is written to an extensive Idg fi
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Common tools used In Live ForensiF

e Majority are open source

— Linux
 F.I.R.E.
e Helix
* Penguin Sleuth Kit
e SLAX
e Gentoo
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Common tools used In Live ForensiF

— Windows

e Fport
Netstat
Nbtstat
Listdlls
Pslist
MD5sum
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Challenge to get all of the right tools together
Difficulty keeping tools updated

Increased workload to keep tools validated
Using many tools to get the job done

Some tools depend on other tools

— Must use in right order

— Are dependent on output from other tools

— Any errors cascade through the entire process

— An error in one tool can ruin the whole process spp#ll of the
evidence gathered
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Most glaring omission

* Open source tools tend to not provide one fundinai is
critical to forensics....

e Logging!!!

 The investigator is forced to write down everythihey
do which opens them to challenges in court.
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LiveWire Capabilities

1. Live Inquiry

2. Acquire State

3. Acquire Disk Data

4. Acquire Remote Disk Image

5. Live Malware Detection & Analysis

6. Network Mapping
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Features - Live Inquiry

 What - Acquire general evidence from the runninget

host in a stealthy manner. This includes runnirogress
state, open handles, process/port associationsnsysgs,
Installed devices, mounted drives, network stassaind
configuration, user accounts, logged in users.

 How - Stealthy remote triage of suspect computers t
determine instantaneous activity.
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 What - Acquire volatile memory and/or registry pslaot
of the target host. This could include recentlyduse
applications and documents, recently visited wedssi
chat logs and e-mails. The physical RAM capturey m
contain vital password and account information, manms
of visited web sites, recent messages, phone n@nber
e-malil addresses and chat identities.

« How - Immediate examination of recent activities
performed by the suspect. This volatile informatraould
be lost If power were removed.
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Features - Acquire Disk Data ____

 What - Acquire disk data from any mounted voluntass(
would include encrypted volumes). Perform advanced
search of the target host for keywords, phrasesguriar
expressions. In addition the search for one-wa has
values provides the ability to locate known fileséd on
their digital fingerprint.

 How - Enterprise wide search and acquisition of
Information pertinent to the investigation.
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Features Acqwre Remote DISk ImF-

 What - Acquire a disk image of the suspect computdre
result is a live DD image of the target host.

 How - Acquisition of remote images provides thesfusic
Investigator with the capability of performing aaéd

post-mortem forensic analysis of the remote suspbetet
containers.
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Features - Live Malware Detection & Analy

 What - LiveWire includes Gargoyle Investigator™
Enterprise edition. When used in conjunction with
LiveWire, Gargoyle Enterprise provides compreheasiv
Malware discovery in enterprise environments.

« How — In incident response situations where malisio
code Is suspected like root kits, Trojans, key &ggspy
ware, denial of service etc. Also investigatiom@licious
Insiders that are using unauthorized cyber weapoal as
wired and wireless sniffers, password crackers;yghion,
Stegonography, evidence erasers and countermeasures
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 What - LiveWire provides the ability to map thegar
network environment which includes not only workista
and servers but also includes printers, routerscises,
firewalls and other protective devices.

 How - Initial triage of the networking environmaimder
Investigation using LiveDiscover.
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Usage Scenarios for LiveWire ____

e Consented Search - Authorized individual providasaate
access to a potential cyber crime scene. This n@yde
the victim of the crime or other authorized coopaa3rd
party to the investigation.

o Authorized Search - Organizational officials mag\pde
authorization to conduct an enterprise wide ingasion of
a cyber crime scene. In these cases employees of th
organization will have signed an agreement that is
condition to their employment.

e Legal Search - Legal authority has authorized gsgch
and seizure of intelligence or evidence. Acceggasted
through a court order or search warrant that ge/such
collection of live digital evidence.
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Traditional Forensic Response ____

* Location of the suspect host(s), may be complctate
large geographically diverse environments whereyman
users are mobile

 Time to locate, obtain, shutdown suspect host caanrp
and then image the installed physical hard drivag take
hours or days

» If suspect machine is a server that many usersrakppon
Imaging may be impractical or impossible

« Potentially critical “state” information loss widiccur
through the shutdown process

e Triage of even a small number of suspected hostgdv
cause significant down-time and thus economic loss
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Where was the evidence?

POWERED BY \
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Investigator

Laptop
217.123.0.58

Server Workstation
217.123.0.1 217.123.0.234
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LiveDiscover™

e Performs network discovery

* |dentifies hosts and IP addresses
* |dentifies rouge devices

e Operating Systems

o Potential vulnerabilities

* Running services
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LiveWire™ Investigator
Performs “live” investigations

Acquires live evidence
Acquires system state
Acquires volatile memory

Acquires evidence from encrypted volumes
Acquires registry, system logs

Acquires user account information

Acquires network statistics and configuration

Searches and acquires files on demand
Acquires remote disk images
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Gargoyle Investigator™ Enterprise

* Performs extensive Malware identification
* Trojans, Root kits, Key loggers, Spy ware

 Password Crackers, Encryption, Stegonography, d\arel
Wireless Surveillance Tools, Evidence countermessand
Denial of Service tools

e Peerto Peer communications
e Bothets
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LiveDiscover

« With LiveDiscover the investigator can scan thealo
network for all addressable network devices. Dgithre
scan a significant amount of information can begésl

about both the network in general and details fpecsic
hosts.
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 Require an agent to be installed first

e EXxpensive

« Limited functionalility for less expensive Law Endement
versions

* Must know which computer you are looking for aravé
physical access to it
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How does LiveWire do 1t?

* First we need to map the network

 Done with LiveDiscover

 |dentifies all attached devices

o Gives us all of the IP addresses

e Gives us all Operating System information

* Shows us open ports etc.

e Shows us running services

* Gives us a detailed report of all that was found
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LiveDiscover

LiveDiscover - Script Selection

File: [arme | Diescription | Date o
000 - default.scp MNetwaork Discovery in a mixed environment, o/9,/2005 7:03:52...

001 - default-win.scp MNetwork discovery in a Windows environment, o/9,/2005 7:10:46. ..

002 - inventory.scp Cornmot services discovery (ho Windows), Qfof2005 F:12:10...

003 - winsession. scp Authentication related network discovery in Windows enwironment., 6/20/2005 9.56:2,..

004 - databaze.scp Cornrmorn Database Ports Qf9f2005 7:058:06...

005 - authentication.scp Remote access and authentication discovery. Gf20/2005 9.56:2...

006 - apple.scp Apple services discovery, 66,2005 11:59:4,.. jl

Select the zonpt for the new database. You can modify thiz scnpt or merge
with other scripks at any time,

LiveDiscover

v = Browse | | % Cancel WEtStOI'IE
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File Help

@ Dizcovery I'm Netwnrk’ . Fiesp-:-nsesl hall, Hepnrtsl = Scriptl )% thilitiesl Settingsl

= - = Host
Start 192 168 1. 50 Timeout IH - Responzes (Database/Current) SR RSl
Fort 53
End 192 168, 1 55 Timeout 175 -
- = = = Threads |512 X =
Stark 2 b = e Drop Dead |o50p L
o 0 o a 0 Timeout

Requemn Fesponded v
Start

End 0. 0.

Requerny Mizzing >

o}
o

Queny Mon-Fezponding 24

XEH XH XH [KE

Start o ] i o Fezalve Mames W
End 0. 0. o ] Safety Check Py - 52
3
Cluick Discowverny EE Full Digcowerny | €— g::-lagbease 5 Mone Loy Higik Threads Reguests

@2005.11.... RESFOMSE_MOME http BAMMEROOO20 192168.1.55 = HTTR/1.1 200 OkK@D ate: Mo, 21 Moy 2005 15:41:07 GMTES er...
. 2005.117.... RESPOMSE_LOW irc-zery [top-BEER] 192.168.1.55 =
. 2005.117.... RESPOMSE_LOW irc [bep-EEET] 192168.1.55 b
@ 2005.117.... RESPOMSE_MOME ftip BAKNMEROODZT 132.168.1.55 -= 421 Service not available.m
. 2005.117.... RESPOMSE_LOWw =mikp-uwrfy 192168.1.55 > # SMTPMezzage Ver 1. 0WEEEZZ20 RLD-GMIM. dgn.ifgr.ndf.rl. af...
. 2005117.... RESPOMSE_LOW =mtp-ehlo 192168.1.55 - # SMTPMeszage Ver, 1. 0WEXEEZZ220 RLD-GMIM. dgn.ifgr.ndf.rl. af...
@2005_11._._ RESFOMSE_MOME =zmtp BAMNMERODOZS 192168.1.55 = 220 RLD-GMIIM. dgrifgr. adf ol af. mil ESMTF Fostfix IFGRWAD
. 2005.117.... RESPOMSE_LOWw postgres [top-5432] 192.168.1.55
.2[!!]5.11._._ RESFOMSE_LOWS #11 [tep-60O00] 192168.1.55
. 2005.117.... RESPOMSE_LOWw WM netbioz-szn [top-139] 192.168.1.55
. 2005.117.... RESPOMSE_LOW https [top-443] 192.168.1.55
! 200511.... RESPOMSE_LOWw http [tep-20) 192.168.1.55 e

I ! 192.168.1.55 W aiting: WM dsf [thep-555]
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C:\Documents and SettingsichetiWy DocumentsiMy LiveDiscover Dataldemo. ldd -
File Help

ER Discovery P Metwork

Elm Metwork,
gy 19277 132 168.1.%*
=g 192.168." Modes: 13
ER=C] 192 165.1."
----- AN 192168.1.5 - SERVERD3
----- LJ 192.162.1.15
----- | 192168116
----- | 192168117
----- | 192162.1.12
----- ] 19216581119
----- | 192.168.1.20
----- | 192.162.1.50
----- ] 1921681 .51
----- L 132168.1.52
----- AN 192168.1.523 - WTSTHOZ
----- 192.168.1.54
----- @@ 192.168.1.55 - RLD-GMIIM
B 1921682

. Hespnnsesl E,L. HEDD[tSl =[] Sc:riptl )% thilitiesl Settingsl
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File Help
l% Discover_l,ll ﬂﬁ Netwnrkl . Rezponzes ll. Reports |D Scriptl )ﬁ thilitiesl Settingsl

| = Frint | | [k Pritik Prese. | IP address Map
Fullm piscovered
| g E xport | | Copy |
192 165.1.5
Mizcelaneous I Rezponzes I W indowes I 192.1658.1.15 ... 192.165.1.20
Chartz  Built-in IBatch | Hosts | Log | 192.168.1.50 192.168.1.51 192.165.1.52 [EEHCERISEM1%2.165.1.54
. 192.168.1.55
e 1092.1658.2.13 192.168.2.14
192.165.2.19 192 1658.2.20
Feszponze Details
Host Details
Databaze
IP Caonfig
Script Tree Mwith Rezponzesz)
Script Tree (&)

Ready.
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Fil= Help
'& Discn'-.-'er_l..l] 'm Network1 . Reszponzes ll.L.. Feports | [ SCriptl )% Uli|iti831 Settingsi
SN 192.168.1.53 - WTSTNO2 - Windows 2000 -~
| =5 Pririt | | @_ Prink Presw. | N
Host Info Value
| = Ewport | | Copy | ScanTime 11421/2005 2:41:27 Phd
mMaCcoaddress O0:03:a 7. 8960 46
Mizcelaneous 1 Rezponzes ] lindos ] oS windows 2000
Charts  Built-in ]Elatch | Hosts | Lea | workstation s
Server N
| Address Map | rT N
PotBrws L
| FRezsponze Details | rinPrdlen o
Mo Pradsge 42
_ N MinPwdage =]
| Hast Details | ForcelLogOffTime -1
PradHistLen 1
| D atabasze | Responses
Wik Session (CGUuest]] - Wi Session (Guest2) - fip (tcp-21]1 - [ETP] - Wik msrpc top-135]1
- 5 Wik nethios-new focp-<a445] - Wi nethios-ssn tocp-133] - WIN nt-hotfi<es - Wik reg-
| IF Config | allocatecdroms - Wik reg-allocatefloppies - WIN reg-autoadminlogin - Wik reg-clearpagefile|
Sk reg-defaultpassword - Wik reg-defaultusername - Wik reg-dontdisplaviastusername
| Script Tree MWWith Rezponses] | wik reg-evervoneincludesanonvmous - Wik reg-fullprivilegeauditing - Wik reg-ie-version
Wik reg-legalnoticecaption - Wik reg-legalnoticetext - Wik reg-lmcompatibilitvlewel - Wik
- . reg-nic-1 - Wik reg-os2 subsystem - WIN reg-posix subsystem - Wi reg-productid - Wikl
| Script Tree (Al | reg-restrictanonymous - WIR Freg-run - WM reg-shutdownwithoutlogin - Win r_e_q—_svs_t_emro_nt;
Windows Auadit Settings
1tem Value
Swstem Success-ves/Fail-ves
Logon Success-vessSFail-ves
Dhiecticcess Success-MosFail-Mo
Privilegelse Success-MosFail-Ro
DetailedTracking Success-MosFail-Mo
PolicyChange Success-vessSFail-ves =
AccountManagemeant Success-ves/Fail-ves
Directary Servicefccess Success-MosFail-Mo
Accountlogon ) Success-MosFail-ves
Share Hame Type Path
ADkIME Special NI T
cF Special Ny
IPC$ Share . . . .
User Hame Enabled Priv PwdHotReqd
Administrator i AL IR I
ASPMET Ed U=ER '
hliaet (1] sl IFST v 1
Feady.
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Fil= Help

'& Discn'-.-'er_l..li 'm Networki . FRezsponses ll.L.. Feports | [ SCriptI )% thilitiesi Settingsi

| % Prinit | | @_ Prick Presws. | Hosts by IP Address
IP Address Host Hame Operating System
| = S | | Eann | 182.168.1.5 SERWEROS Windows
192.165.1.55 WTESTROS Wwindows 2000
Mizcelaneous ! Rezponzes I wlindons I 1 g::gg;?g ?;g'?gé”; = i
Hoszts i T ki o
Chartsl B uiilt |nI B atch I Log I 19216582 11 192 16582 11
192.165.2.15 192.1658.2.15
| = HEsls Bmnania s | 192.168.2.16 192.168.2.16
| = Hozt Surmmary Type |
| = Hoszts by IF Address |
| = Hoztz by MName |
| = Hoszstz bp OS5 |
| = Hosts by Type |
| = Hosts by Category |
| = Hoszts - Besponzes |

Feady.
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Next Step

 Make a snapshot of the memory

e Save it to the local computer

o Can examine the snapshot later with LiveWire @mther
tool

e Search contents of memory






Final Step

o Create image of hard drives

e Create image of CD/DVDs
 Create image of USB devices

o Copy the registry

 Browse the remote file system

o Copy remote files to the local system

 Examine DD image file with favorite forensic tqTK
for example)



Gargoyle Investigator

e Sometimes we need to find out iIf a malicious safevs
running on a system

e Other times we are looking for a specific filesat of files
without knowing where they are on the network

* In cases invloving child pornography we want tedha
system against a know set of hash values



Why Gargoyle Investigator

 Accurate, fast detection of cyber weapons andaicais
code usage is essential.

* Time to investigate needs to be reduced.

* Over 20 categories of malicious code and cybempars
exist today, with offerings increasing daily. [mstually
Impossible for individual investigators to keepwiph the
explosion of Malware.

 The newest Malware and cyber weapons are difftoult
detect and identify.

o With 250,000+ files on a typical hard-drive, autiesd
accurate up-to-date detection is essential.



Gargoyle cont.

 Law Enforcement faces the “Trojan Defense”, whgreb
criminals claim that their system was invaded bgjdins
and Root kits that placed the damaging evidenae thé
requires technology that provides evidence to thuinat
defense.

e \Wetstone researches the newest malicous softwmare a
updates the hash values used.

e The investigator can add their own hash values.



Gargoyle Investigator™ Solution

o Gargoyle is a rapid search tool capable of logatin
evidence of resident cyber

weapons and Malware.

 Root Kits

e Key Loggers

e Spy ware

 Password Crackers

o Stegonography

e Encryption

 Wired and Wireless Sniffers



Cont.

 Distributed Denial of Service Weapons
 Worm and Virus Building Kits

 Peer to Peer Communications

e Evidence Altering Tools

e Evidence Erasing Tools

e Credit Card Generators

e Hacking Tools

 Botnets















Closing

— LiveWire, LiveDiscover and Gargoyle are powerful
tools in the forensic investigator‘s arsenal

— The training and tools are a great complimenhéo t
AccessData Ultimate ToolKit

— LiveWire makes it easy to get the data and UTK esak
it possible to examine it and report on it



